
Dan MacCarthy 

CMPT 420 

May, 13, 2022 

 

TOPOLOGY: 

 

 

 

  



1. Hosts: 

 

 

 



 

 



 

  



2. VLANs: 
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3. STP: 

 

 

  



4. IEEE 802.1Q Trunking: 

 

 

  



5. Default Static Routing: 
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6. Dynamic routing: 
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7. Default Routing Injection: 
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8. DMZ Access Control Lists:  

 

  



9. SSH:  

 

 

 

 



 

 

 

  



10. DHCP:  

 

 



 

 

 

  



11. DNS:  

 

 

 

  



12. PAT: 

 

 

Despite following the commands what I think was perfectly I can never seem to get NAT and PAT t 

actually work for me, I think it actually broke some of my topology and that’s annoying. I’ve spent way 

too long researching this and it makes no sense why it isn’t working. I even tried removing it and it said 

the pool was in use and I can’t remove it, but yet nothing still shows up. I tried changing the address 

pool, removing it and adding it back, reading the running-config file a million times, and even watching 

youtube videos on repeat of how to do this, and nothing has worked. 

 

  



13. HTTP Server Static NAT: 
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14. FTP Server Static NAT: 

 

 

 

 

 



 

 

 

 

  



15. Primitive Firewall: 

 

 

 

 

  



16. Zone-Based Firewall: 

 

I really thought I was better at this but somewhere along the line all connectivity broke down. Nothing 

can go through the CorpB router and no matter what I try to do to fix it it doesn’t want to work. I have 

tried removing every ACL, every NAT/PAT pool and for some reason tracert shows it just stopping at 

CorpB. 

 

 

  



17: Local AAA: 

 

 

 

 

  



18: Server-Based AAA: 

 



 

 

 

  



19: Syslog: 

 

 

 

  



20. NTP: 

 

 

 

  



21. InterVLAN Routing: 

 

 

 

  



22. IPSec VPN: 

 

I am 100 percent certain that I configured this correctly but, somehow I broke my connectivity and I still 

don’t know how. Nothing I do can fix and I would contemplate starting over completely but I am too far 

in. Even with the removal of my acls and making new ones to replace them nothing wants to work. 

 

  



23. VTP: 
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24. Layer2 Interface Security Mitigation Techniques: 

 

 

 

 

  



25. Other Protocols: 

 

 



 

  



  



26: ASA: 

 

 

 

 

 


